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1 Introduction 

 

The CYBECO Toolbox is a web application that comprises two main modules: 

• A Knowledge Base (KB) with cybersecurity and cyber insurance related content. The 

KB contains hierarchical taxonomies of entities such as cyber-insurance use cases and 

scenarios (provided by WP4), threats and security controls. All these entities in the 

KB will be interconnected; for example, a cyber-insurance scenario may include 

several threats and security controls. 

• A Risk Analysis System that provides users with the means to search and test and 

experiment with a set of Risk Analysis cases.  

 

The following Risk Analysis cases are implemented CYBECO Toolbox 1.0: 

• A single SME facing cybersecurity risks: This case is from the perspective of the SME 

decision-making aiding it to choose the optimal cyber security portfolio and cyber 

insurance product. 

• Risk analysis an SME (insurance company perspective): it aids the decision on whether 

to insure a particular SME or not. 
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2 CYBECO Toolbox v1.0 Functionality 

 

CYBECO Toolbox is a web application that requires user registration. After registration, an 

authenticated user can access the KB and the risk analysis module. An unauthenticated user 

can only access the homepage and the contact page. 

 

 

Figure 1 CYBECO Toolbox Homepage 

2.1 KB Module 

 

This module is used for organizing the CYBECO knowledge base in a structured way, allowing 

the user to easily navigate through the entries. The KB is organized in a tree like structure, 

where each branch is a category, which might contain subcategories. In each subcategory 

the user can find the knowledge base entries that fall under it, or easily go back and choose 

a different subcategory.  
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Figure 2 KB Taxonomy 

All the knowledge base entries that fall under the same subcategory are grouped together, 

and the user can easily access them. 

 

Figure 3 Taxonomy subcategories 

Each entry provides a description of the term, and any related terms appear below it, 

allowing the user to click on them in order to see their more detailed description. 
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Figure 4 KB Term and related terms 

 

The menu breadcrumb provides a path that appears on the top of the page for the logged-in 

users and assists with the navigation through the pages, by enabling the users to easily 

navigate to the parent elements. 

 

Figure 5 Breadcrumb menu 

 

The KB search engine provides the search functionality with autocomplete which makes it 

easier for the user to search for terms. 



  

Reference : CYBECO-WP5-D5.3-v1-INTRA 
Version : 1 
Date 

 

: 2018.06.26 

P 
Page :   8 

D5.3: CYBECO Toolbox Prototype 1.0 
 

 

 

Figure 6 Search with autocomplete 

 

 

2.2 Risk Analysis Module 

The Risk Analysis module can be accessed by clicking on Risk Analysis on the main navigation 

bar, available only to the logged in user, providing links and short descriptions for the three 

risk cases. 
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Figure 7 Risk Analysis cases 
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By clicking on each risk case, the user is taken to an input page, specific for the selected 

risk case. 

 

Figure 8 Risk case 1: Input screen 
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At the top of each input page, the user can read a description of the case, and then he or 

she can make the desired choices before proceeding to generate the risk analysis results. 

Hovering the over the information symbol can provide some extra information and a link to 

the knowledge base entry for that term.  

 

Figure 9 Insurance packet selection 

 

Clicking on Generate Risk Analysis button will take the user to the results page. 

 

Figure 10 Risk Analysis results, portfolio ranking table 
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The table on the results page contains all the cases that are related to the user’s input. This 

table can be sorted based on any of its columns and it can also be filtered in order to include 

specific only choices. 

Following this table there is a graphical representation of some indicative results of the risk 

case, displaying the correlation between the ranking based utility and the expected total 

costs.  

 

Figure 11 Insurance costs diagram 

 

By selecting an entry on the results table, the user is navigated below the chart, where more 

detailed information about this specific result can be found. 
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Figure 12 Risk Analysis information 

All fields and charts change dynamically upon selecting a new entry on the table, allowing a 

more detailed view of each result. The user can return to the input page by clicking on the 

Return to input page button, where the previously made selections are still there, making 

small input changes possible without much effort. 

The Insurance Perspective Risk Case provides a different input page.  
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Figure 13 Risk Case 2 input screen 

In this case the user can select the coverage range for the insurance, what type of insurance 

should be included in the results along with their price range.  
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The results are again presented in a table, which offers the same sorting and filtering 

functionality as the one of the first risk case. 

 

Figure 14 Risk case 2 results screen 
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Selecting a specific result will again take the user to a more detailed analysis of that entry. 

That information is again updated every time the user selected a new entry from the table. 

 

Figure 15 Results screen: Risk Analysis information 

 

Clicking the Return to input page button, will of course again take the user to the previous 

page, where his or her selections are still active.  
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While the previous two risk cases are Knowledge based, the third one is R Server Based, 

offering analysis for customizable cases. In this risk case, the user can provide a more 

detailed input, which will then be analyzed by the R Server, and return the results.  

 

Figure 16 R-server based input screen 
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Figure 17 R-server based input screen (part 2) 
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After filling these fields, the user will be taken to the results page, where the results are 

again organized in a table, and clicking each one will offer more information for that entry. 

 

 

 



  

Reference : CYBECO-WP5-D5.3-v1-INTRA 
Version : 1 
Date 

 

: 2018.06.26 

P 
Page :   20 

D5.3: CYBECO Toolbox Prototype 1.0 
 

3 CYBECO Toolbox v1.0 Implementation Details 

 

The CYBECO Toolbox is developed in Drupal1 8, an open-source PHP software that includes a 

content management platform and a development framework. Drupal is modular, highly 

extendable and allows for the creation of custom complex document types and entities. 

 

 

Figure 18 CYBECO Toolbox Architecture 

 

CYBECO Toolbox KB 

The KB entities are designed as custom Drupal content types2. The content of the KB is 

organized using the Drupal built-in taxonomy module that can be used to connect, relate 

and classify the various KB entities.  Moreover, extra Drupal modules have been used for the 

provision of the search engine. 

 

                                                           
1 https://www.drupal.org/about 
2 https://www.drupal.org/docs/7/understanding-drupal/content-types 
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Calculation Module 

The Risk cases are implemented in the calculation module, which is designed and developed 

as a custom Drupal module. The module uses the Model-View-Controller (MVC) architectural 

pattern that separates the application into three main logical components: the model, the 

view, and the controller. Each of these components are built to handle specific development 

aspects of an application.  

The implemented risk cases results are pre-simulated and stored in the Database (Risk Case 

DB in figure 17).  

 

R-Simulation Module 

The R-Simulation module will be available in the Toolbox version 2.  

 

Server technologies 

The software is installed in a dedicated Ubuntu Linux Server3 in a Virtual machine. Apache4 

and Mysql5 will are used for the web server and the database server, respectively. 

 

 

 

                                                           
3 https://www.ubuntu.com/server 
4 https://httpd.apache.org/ 
5 https://www.mysql.com/ 

https://httpd.apache.org/

