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Introduction
Welcome to the first
CYBECO Newsletter!
The CYBECO project is
a collaboration
between seven
European institutions
and it is funded by the
EU’s H2020 RIA
programme with two
million Euros for two
years.
The CYBECO project
will analyse
cybersecurity risks to
advise major
organisations in the
selection of security
countermeasures and
cyber insurance. It is a
project which will help
to reduce the impact
of different types of
cyber- attacks.

Cybersecurity has
become one of the
most, yet still
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unresolved, critical
issues for many
businesses, institutions
and public
administrations dealing
with a vast amount of
information and
increasingly
interconnected.

With the objective of
reducing the impact of
different types of
attacks, CYBECO
(Supporting
Cyberinsurance from a
Behavioural Choice
Perspective), a
European research
project, emerges.
The main objective of
CYBECO is to develop
new mathematical
models that provide
tools and products,
specifically insurance
premiums, that help

Inside this
issue:
the deployment of
more secure
communication
systems and
networks.
The goal is to
transfer the
mathematical models
that have been
successfully applied
in physical security
into the
cybersecurity field.
CYBECO started on
the 1st of May, 2017
and it will be
completed in 24
months.
The project is under
the societal
challenges pillar of
Horizon 2020, the
current macro
program of the
European Union for
funding research and
innovation activities.
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CYBECO Events & Talks
Kick-off Meeting,
Athens

ACIS Participation,
Amsterdam

2nd Plenary Meeting,
Valencia

The Kick-Off Meeting of the
CYBECO took place in
Athens, on May 19-20,

Dr. Katsiaryna Labunets from
TU-DELFT and member of
the CYBECO team
participated in the
Amsterdam Centre for
Insurance Studies (ACIS)
symposium at the University
of Amsterdam, with the
speech "Cyber risk and
insurance".

The 2nd Plenary Meeting of
the CYBECO project took
place in Valencia, on

Dr. Labunets talked about
cyber-risks, cyberinsurance,
the cost of cyber incidents
and the impact of recent
major cyber-attacks. She
2017. The Lead Partner of
the project, TREK
Development SA, hosted
the meeting.
Representatives from all
CYBECO partners
participated in the
meeting.
The objective of the
meeting was to discuss the
implementation framework
of the project, to confirm
the work plan of the
project, to analyse the
general context of
CYBECO, to identify the
research challenges within
the field of cyberinsurance
and to clarify the roles and
responsibilities of project
partners.
The meeting concluded
with the identification of
individual implementation
plans and clear tasks for all
CYBECO partners, and with
a clear and ambitious
vision for the project.

Page 2

October 5-6, 2017. Project
partner DevStat hosted the
project.
The objective of the meeting
was to assess project
implementation within the
first 6 months and address
challenges for the next
period up to the end of the
1st year of CYBECO.

CYBECO-Related
Research
analyzed current practice in
the cyberinsurance market
as well as the challenges for
cyberinsurance.
Dr. Labunets also presented
the CYBECO project and
discussed how the project
will help addressing major
cybersecurity and
cyberinsurance challenges.
The symposium attracted
about 60 participants mostly
insurers, master students,
intermediaries and policy
makers.

The first Master student of
TU-DELFT graduated in
September 2017 on CYBECO
related research. Jennie de
Vries, completed her
research with the topic:
“What drives cybersecurity
investment? Organizational
factors and perspectives
from decision-makers” under
the mentoring of Dr. Wolter
Pieters, member of the
CYBECO team. The research
study tries to increase the
understanding of the
decision-making process on
cyber-security related
investments and how
organizational factors and
individual perspectives
influence the process.
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CYBECO on the News
Cybersecurity: Some
Major Challenges
Article of Dr. David Rios (ICMATCSIC) and Mr. Jose Vila (DEVSTAT)
of the CYBECO team published in
EL PAIS on June 16, 2017.

“Since its beginnings, one of the
fundamental concerns of
mankind has been security, well
reflected in Maslow’s pyramid of
motivations. Initially, humans
had to protect themselves from
their predators, extreme
weather and geological
phenomena. With our progress,
we now expect security against
threats associated with
phenomena such as terrorism,
nuclear power, or air accidents.
Among them, cybersecurity
emerges clearly as a major
threat.
At present, the vast majority of
organizations are critically
impacted by cyber threats. Even
electoral processes can be
affected. Recently, news of the
WannaCry attack flooded the
pages of newspapers. Days
later, an article published in EL
PAÍS described how cyberattacks
on infrastructures have
multiplied in the last two years.
The Global Risk Map, developed
by the World Economic Forum,
identifies cybersecurity as one
of the main threats.
Mathematics can contribute to
developing more cyber secure
societies in different ways, for
example, by designing models
for cryptography, security
biometrics, or network intrusion
detection. Another way is to
help design and develop a
cybersecurity insurance market.
The analysis of cyber risks
allows quantifying the level of
risk, identifying main threats
and vulnerabilities, as well as
the safeguards that must be
implemented by each
Page 3

organization to reduce the
materialization of incidents,
reducing their likelihood and
mitigating their impact. Thus,
the negative impacts of threats
can be managed by reducing
them to the lowest possible
level.
There are already frameworks
for risk analysis in cybersecurity,
and for evaluation, control and
compliance, such as ISO 27001.
However, they are usually based
on the so-called risk matrices,
which associate different risk
values to the possible events, for
their management. Although
they are used with great
profusion, they have received
strong criticisms by several
authors, since they lead to
solutions that do not end up
being optimal: they may lead to
suboptimal security resource
allocations. Also, they do not
usually pay attention to the
fundamental fact that some
cyber threats are essentially
intentional.

the design of cybersecurity
transfer instruments, the socalled cyber insurance, that
timidly have begun their walk
in Europe and are necessary to
create a more secure
cyberspace.
These are some of the
considerations needed to deal
with the new risks on the
Internet and will allow us to
adapt the theory of risk
analysis. This discipline arose
from the insurance industry's
need to make predictions about
insured events and their
consequences. After the
successes in World War II of
Operations Research, the
analysis of risks was strongly
influenced by Decision
Sciences.

In the 1970s, the nuclear and
military industries and
aerospace engineering
cemented the increased
interest in risk analysis in the
study of system security. At the
beginning of the 1980s, Stanley
In the H2020 CYBECO project,
Kaplan and John Garrick made
Supporting Cyberinsurance from
a significant advance in risk
a Behavioural Choice
management: once identified
Perspective, new, more powerful and evaluated, it is possible to
models are proposed, which
avoid certain losses and
include more advanced methods minimize the impact of others;
of risk analysis and experimental thus, the cost of risk can be
and behavioural economics.
managed and reduced to its
minimum level.
As companies or individual
victims do not usually share
Since the beginning of this
information about the attacks
century, the increase in
against them, there is lack of
terrorist actions on a large
cyber risk data. To overcome this scale has motivated the
problem, we propose the use of
creation of a new field: the
simulation and a technique
analysis of adversarial risk,
called structured expert
which emphasizes the presence
judgements. For models and
of intelligent adversaries,
simulations, we consider not only combining risk analysis with
the existence of random cyber
contributions from related
risk factors, such as random
disciplines such as game theory
infection with a virus, but also
and behavioural economics. It
intentional events, associated
is now a matter of adapting all
with cyber crime and terrorism,
these ideas to the realities of
with the aid of adversarial risk
the digital world.”
analysis. In addition, we include
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CYBECO Website & Social Media
CYBECO Website
The official website of the
CYBECO project can be
found at:
http://www.cybeco.eu.

CYBECO Twitter
Page

CYBECO LinkedIn
Page

Follow us at http://
twitter.com/
CYBECO_project.

Connect with us at http://
www.linkedin.com/in/
cybeco-project/ or follow us
at https://
www.linkedin.com/
company/24783136/admin/
updates/.

Cyberinsurance Events
ENISA Workshop, 6
October 2017
As part of its Work
Programme 2017, ENISA is
working on a study to
propose recommendations
to support the uptake of
cyber insurance and the
growth of the
cyberinsurance market in
the EU.
The focus of ENISA's study is
on the commonality of the
risk assessment language in
cyber insurance. While
several risk assessment
language frameworks exist
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in the literature, the
industry has yet to taken
steps in the direction of
harmonisation.
ENISA's study has further
investigated this fact by
identifying the incentives
and barriers for adopting a
common framework and
proposes a set of
recommendations towards
the cyber insurance industry
and towards EU Policy
Makers to promote this
harmonisation.
To validate the findings and
recommendations of the
study, ENISA has organized,

a validation workshop with
industry representatives in
Brussels, on the 6th of
October. The ENISA Workshop
has been co-hosted by
Insurance Europe.

Cyberinsurance Event,
February 2018
On February 22-23, 2018 in
Paris, OECD and Marsh &
McLennan Companies are
organizing the event called
“Unleashing the potential of
the cyber insurance market”.
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CYBECO Partners
The project is a collaboration between seven European institutions,
namely TREK
Development S.A. from Greece, Instituto de Ciencias Matemáticas (ICMAT – CSIC) from Spain,
Intrasoft International S.A. (INTRASOFT) from Luxembourg, Devstat Servicios de Consultoría
Estadística S.L. (DEVSTAT) from Spain, AXA Technology Services (AXA) from France,
Technische Universiteit Delft (TU DELFT) from Netherlands and the University of
Northumbria at Newcastle (UNN) from the United Kingdom.
CYBECO partners combine different types of expertise in the fields of mathematics, risk
management, behavioural sciences, software engineering and technology policy.

TREK DEVELOPMENT SA, Greece

AGENCIA ESTATAL CONSEJO SUPERIOR
DEINVESTIGACIONES CIENTIFICAS - INSTITUTO DE
CIENCIAS MATEMATICAS, Spain
INTRASOFT International SA, Luxembourg

DEVSTAT SERVICIOS DE CONSULTORIA ESTADISTICA SL,
Spain
AXA TECHNOLOGY SERVICES, France

TECHNISCHE UNIVERSITEIT DELFT, Netherlands

UNIVERSITY OF NORTHUMBRIA AT NEWCASTLE,
United Kingdom

This eNewsletter has been developed with the financial assistance of the European Union under the
EU’s Horizon 2020 Research and Innovation Programme, under Grant Agreement 740920. The contents
of this eNewsletter are the sole responsibility of the CYBECO project partners and can under no circumstances be regarded as reflecting the position of the European Union or of the Programme's management structures.
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